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! While Cathexis has made every effort to ensure the accuracy of this document, there is no guarantee of accuracy,
neither explicit, nor implied.
Specifications are subject to change without notice.

005-20131114-33Rev 1.4 February 19, 2016 Page 1



1 Introduction

This document will serve to explain the integration of the Impro IXP220 Access Control device with CatVision.
Its focus will be to explain how the device is integrated with the CatVision GUI, and Events Setup.

Note:
1. If you need information regarding the regular operation of an Impro IXP220 device, or controller,
please consult the relevant Impro documentation.

2. There is a General Integration section in the main CatVision manual. It has vital information about
creating an integration database, as well as a general introduction to the Integration Panel. Read over
this section.

Supported Software and Firmware

e (CathexisVision 2016.2 and later.
e Impro IXP220 software v1.8.6 SP2.
e Impro IXP220 Controller and Terminal firmware versions 5.08 and 5.10 are supported.

a. License Requirements

Access control “device” license (CACC — 2000)

This license is the “base” license to integrate with an access control system. It is applied to the server to which
the access control device is connected.

Access control “door” license (CACC - 1001 and 1008)

These licenses apply to the doors or nodes in an access control system. The CACC-1001 is for each door, and
the CACC — 1008 is a discounted license for 8 doors.

Access control “bundle” license (CACC - 3000)

This license includes the device license (CACC-2000) and enables an unlimited number of doors to be added to
the system.

b. Integration components

All CatVision integrations have two component levels: Device and Object.

Device The device is CatVision software’s interface, which handles all the interaction between CatVision and
the integrated hardware. When you add an integration, to the CatVision system, you add a device.
The messages received from the device are called Device Events.

Objects Objects are the individual pieces of hardware that comprise the integration. You may have multiple
"object types" under the objects group. For example, the main controller and door nodes, of an
access control system, are both objects. They are different types of object.

Messages and Object Types

The following device event messages, and objects/object types, will be represented in the CatVision
integration of the IXP220 hardware.
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1. Device Events

There are three device event types: Event, Informational, and problems. These separate events have the

following fields:

a. Event
a. Site name
b. Time
c. Sequence number
d. Eventtype
e. Unit super LA
f. Terminal name
g. Zone
h. User
i. Tagcode
j.  Tagtype
k. Reason code

|.  Door number
b. Informational

a. Type

b. Description
c. Problem

a. Type

b. Description

2. Object property
The IXP220 integration presents one object type: door.

a. Door
a. Name
b. Number
c. Licensed

c. CatVision specific Impro setup

UDP Settings

Primary Communications: 192,168.33. 146 (10005)
LD Output
Address [192.168.35.239 Kesp Alive Time 60 S
Port 1oo1g| +| Enable UDP Broadcast

Canfigurabion Level

() Standard Configuration
System Controller

{® Advanced Configuration

Full Uplaad 5 Upload

You will need to setup the Impro Engine to
forward UDP events to the CatVision NVR
that you will add the Impro device to.

Once you have input the details click Upload,
to upload these settings to the Impro device.

Note: The IXP220 software suite version V1.8.6 (service pack 2) has the UDP port settings needed for the
integration. Earlier IXP220 software versions may not have this setting, and will subsequently not be suitable

for this integration.
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2 Device Addition and Configuration

The Integration Panel

To get to the Integration Panel follow this path:

Site Tools Settings Help Sewers
4 [= Cameras ¥
ﬁ& Close site's tabs g Databases

@ Change login...
e R SR

You will notice two section in the Integration Panel:
1. The devices list, which will list the integration devices attached to your integration database.
2. The Configuration section which enables you to edit/review, the device which you have selected in the
devices section.

Centunion access control - Integration devices
Devices
Mame Driver - Mew device
cotv Design Intemational CCTV =
[XP20.4 Impro [¥P20 access control =
|¥P20.5 Impro P20 access control
Impro [XP220 access cortrol * | Sitems

Configuration of "[XP220"

Object configuration Object properties | Device events | Groups | General |

Object type | # All objscts [ ]

Type D Mame Cameras Groups License
@ Communication channel udp_channel udp_channel

| MNew |[ Edt || Delete 1item

¢ Connected to device server

a. Add a new Device

. . . . . . MNew devi L. .
1. Once in the Integration Panel, in the devices section, click on . This will open the addition

window.
2. Select Impro IXP220 Access Control from the list.
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CDﬂﬁgUl‘E the device Give your device a descriptive name.

When setting up the connection, make sure that the UDP receive port is
the same as the UDP port that the IXP device will be broadcasting on.
(This was set previously, under the section CatVision specific Impro

Setup.)

MName

Connection

UDP receive port (10010

Site ID is the ID number given to the device/s in the Impro software.
CatVision will only accept IXP220 messages that are coming from the site

Setti
_Ings with the ID specified. This prevents reception of information from
Site Id |1 multiple sites, which would confuse the database.
b. Tabs

The available tabs are: Object configuration, Object properties, Device events, Groups, General.

Object Configuration Tab

#* Al objects |E| Object Configuration is where you may view all the individual objects that
comprise the integration.

#|Door

i@ Communication channel You can filter based on All Objects, Doors, and Communication Channels.

e Object configuration buttons

You may add a new object by clicking on New.

Will open up an existing object for edition.

Dielet - . .. . .
_ Is used to delete an existing object from the CatVision configuration.

e Object configuration right-click options

New... New will open up the dialogue to add a new object.

Disable/Enable allows you to manually enable/disable individual nodes.

Prioritise license will allow you to prioritise certain doors, such that they are licensed
Prioritise license  Tirst, since you may have more doors than licenses.

Delete will permanently remove this object from the list.

Properties will open up the object properties. You may edit the object from here.
Properties Specifically you will be able to assign cameras to this object, as well as defining access
levels for it.

Dizable

Delete
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Properties: Cameras

Access

Camera 1 ECat Africa Consign (Zone 13)

Cameras

Bl
Bl

Camera 2 | 8 Cat Africa Storage ( Zone 14)

Adding a camera to an object will mean that, whenever
there is an event on that object, the recording from that
camera will be related to the time and date of the
object event, in the Integration database.

To add a camera click on , and select the

relevant camera from the drop-down menu.

. [+]
To delete a camera click on =.

Only the first camera specified will be associated in the Integration Database, the other cameras will be used

as “trigger Cameras” in the Events setup.

Note: If you do not have continuous recording setup on associated cameras you will run the risk of doors
triggering while the cameras are not recording. To record whenever doors trigger, in a non-continuous
recording setup, you will need to setup Events that trigger a recording, whenever one of these objects is

activated.

Properties: Access

Cameras Access |

Access allows you to protect sensitive objects, by

only allowing certain levels of users access to

Use the default access rights for Tontroller’ objects | Configure default access l

them.

You will see a list of objects, whose access level
you may set.

Note: If you have Use default access rights checked, you must make sure that those default rights have been

defined. Click on Configure default access to see this.

Object Properties Tab

The Object properties tab allows you to view the objects, sorted by type. In the case of the IXP220 you will
have the options of viewing by Door, or Communication Channel.

Device Events Tab

This will list real time events happening on this device. It is an excellent way for installers to monitor the live

events happening on site.
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Groups Tab

| Ohbject configuration | Ohject properties | Device events

v =] ) (7

Groups | General | IXP20Co |1 You can create groups
of the same type of
object. This is very
useful when setting up

@« &

e Create a Group

Awvailable objects Objects in group

Events, because you
may trigger an event

MName MName using a group. (E.G.a

group will trigger, if
any of the doors in that
group is opened.)

b
To create/edit a group click on J/ Ex (Note: Once a group has been created, you may not edit the object

type of the group.)

%] Create 2 new object gr...[ =NRc ﬁj
Create a new cbject group f'-.f‘)
Corfigure the new ohject group . St
Group name | Demo Gn:uup|
Object type | #¥ | Door |z|
OK || Cancal |

When creating a group you will select what object type
you want to include in the group, once the group is
created the available objects panel will fill up with all
available objects of that type. From this list you will choose
which objects you want to use in your Group.

Give the group a descriptive Group name.

Click on the drop-down menu to select the object type
that you would like to group.

Available objects Objects in 'Demo Group' group You will then see a list of Available
Name > Mame Objects.
Assembly L E:>
goar; 1 & To add/remove these objects to the
oar

Johnnys Cupboards
Koo £ wlhnoels

General

group select them (you may select
multiple at a time), and click on |::>/

@

The general tab deals with the integration database. Here you will be able to select a pre-created database, or

you will be able to configure a new database.
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e Select an Integration database
Integration database | Access % To select a database click on i?:‘ﬁ‘, and select the relevant database.

e C(Configure a new database

[g Configure integration databases ] If there is no database created yet, clicking on this button will take you to the
integration database setup.

Note: The information on setting up an integration database may be found in the Integration Devices General
Settings section of the CatVision Setup Manual.
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a. Navigate to the database

Site Tools Settings Help You may view the information stored in the Integration
database, by following the path you see to the left.
d =] Cameras

i i . This will take you to the Database Tab.

=1

Resource Once in the databases tab you will have to select the relevant
E--@C&rﬂuﬁnn access control (MASTER) integration database.
E----gﬁccess cortral The databases are ordered under the NVRs that they are attached to.

b. The database interface

‘uﬁe@ces& Everts El sorted @ces& Evert Time |E| f;_ - Mo @earch - E@

Timestamp Device Name Evert Type Door Name User Name Links |
2011-02-08 08:08:23 catcenturionsecurty RTE Admin

2011-02-08 08:09:31 catcenturionsecurty RTE Entrance

20110208 08:09:42 catcenturionsecurty Allowed Momal In - Admin Arthory, Foree

2011-02-08 08:11:41 catcenturonsecurty  Allowed Momal In Admin JG, van Aarde

2011-02-08 08:13.14  catcenturionsecurty RTE Admin

20110208 08:14:35 catcenturonsecurty DOS Door Forced  Admin

20110208 08:17:54 catcenturionsecurty  Allowed Momal Ot Cat Tech Rear door  Jozek, Joubert s
2011-02-08 08:20040 catcenturionsecurty RTE Admin -
20110208 08:20:49 catcenturonsecurty RTE Admin

20110208 08:21:18 catcenturionsecurty DOS Door Forced  Admin

2011-02-08 08:24:48 catcenturonsecurty  Allowed Mamal Ot Cat Tech Rear door  Eyle, Knuger

20110208 08:25:04 catcenturionsecurty  Allowed Momal Ot Cat Tech Rear door JG, van Aarde

20110208 08:25:24 catcenturionsecurty RTE Admin

2011-02-08 08:2745  catcenturionsecurty RTE Admin

20110208 08:30:39 catcenturonsecurty DOS Door Forced  Admin i
20110208 08:35:04 catcenturionsecurty Allowed Momal In Admin Fiona, van Aandel @'
< | | » | @

Goto Timesta( 5 )2013/10/04 2] 035412FM |2 =

Connected to unit Centurion access control

The table, below, will go into detail about the numbered items in the above image.
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@ View

@ Sorted By

@ Easy Search

@ Filter?

@ Go to timestamp

You may change the way that your database is presented. Some integration
databases have multiple view options. The IXP220 has two options: Standard, and
Full. Selecting the Full view adds the columns: Transaction number, Reader id, Tag
code, Tag type, Door number.

You may sort the Access Events based on the following parameters:
Access event time, Event type, Reader ID, Door name, Tag code, User name.

The easy search option allows you to quickly search the database within one of the
following options: User, Door, User and Door, Event type. (Tag type, tag code are
added to the Easy Search options if you are using the full view.)

7% EasySearch luB 38| In the example on the left you are
searching for all access events where Guest
User Name |[ENEERD 'v| | 4 hasbeen involved.
| oK || Cancel |

Filter offers a more advanced manner of sorting information in the Integration
Database table.

You are able to filter based on the following parameters:
Timestamp, Event type, Reader ID (This is the ID of the reader node), Door name,
Tag Code, User name, and Door Number.

Once you have the filters dialogue open you will have the following options:
1. To enable filters check this box: ¥ Enable fiters
2. To add a new filter click on %
The filter icon ¥ will change to & when filters are active.
3. To delete an added filter click on %

1. You may run multiple filters simultaneously. And you may even filter using
the same parameter more than once.

2. To change a filter click on the blue hyperlinked text. (For example, click on
Jimestamd to change the filter from Timestamp, to any of the other available
options.)

This will allow you to go to a specific point in time, down to the second.
To navigate to a timestamp set the time using the time and date boxes, and the click

on the 'b icon.
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Viewing an Entry’s Associated Recording

[ 2013/10/07 09:46:47.043

(MeJafufw][»][N[@) o = W
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If you have attached cameras to device objects in
the Integration setup, and have set these cameras
up to record continuously, each Integration database
entry will have a corresponding recording. To view a
databased event’s recording double click it. This will
bring up a floating replay window, from which you
may review and archive video content.

||
ﬂ will give you the view to the left.

(1]
ﬁwill break down the image into 4 sequential
frame viewers.
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4 Events Setup

a. Introduction

This manual will detail the Impro specific aspects of Events. There is a comprehensive guide to CatVision
Events in the main setup manual and a section on general Integration setup.

Most of the data that CatVision receives from a device is presented in the events interface. This is done in
order to give the user a full range of options. As a result some of the options presented in the interface may be
impractical for being used to trigger an event, or be used as an action.

Events

To create an event using the IXP220, enter the Events management area:

Site Tools Settings Help

==
'LOE Cameras

ﬁ% Close site's tabs g Databases

Servers Q
ll@ Change login... %

(- | -
— M —p | & B Office Server - Windows (MASTER) |~ 4% Events
1. Once in Events management click on . This will open up the New Event window.

2. Once in this window, select the Triggers tab and click on the hyper link titled, standard inggers
a. From the menu that drops down, left-click the Impro device that you want to trigger the
event.

e While/When and Any/All

When triggering on a door you will have the option to trigger while/when a trigger is active. You will also be
able to select multiple triggers, and define whether all/any of the triggers need to be active to set-off an
event.

Trigger using Joor 3 As usual, to change these settings click on the

Pedfom sciions while sy of the properties meet the following critera related, blue, hyperlinks.

b. Triggers

A trigger is the input that tells the event to start. The trigger causes the subsequent action (which the user will
define after the trigger).

Set your device as the trigger

To define which device you want to trigger the event, click on the hyperlink after “use”. If you are creating a

new event the trigger type will default to: Use standafiigges 14 set it as the Impro device, click on the
hyperlink, and select the relevant device name from the dropdown menu.

e Trigger types

There are two trigger types. A Device event trigger, and a Door trigger.
Device Represents CatVision’s software interface with the Impro controller.
Door Represents a door node. (You may trigger based on groups of doors too.)
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Any device event will allow you to use any of the events relating to the
main device as a trigger.

Any controller/door will trigger an event if any controller/door meets the
criteria set.

Doors in group... will trigger an event if any of the doors in the group meet
the object criteria that you set.

Specific Controller/Door will trigger an event if a specified controller/door
meets the criteria set.

Communications Channels will trigger an event based on communication
channel messages.

i any device event

#| any door

@ Comrmunication channels

Note: If your event to be databased under the name of a specific object, related to the trigger type you

choose, you will need to modify the Description field in the General tab of the Event setup. Click on the @ to
see a list of available descriptions. Here is an example which will database the text “Door Name” along with

the name of the door object that triggered the event; Pescription |Door Name: Sobi_name|

Any device event

& New device event trigger SUELWESS  \\ithin the 2Wdeviceevenl ontion there are three
New device event trigger y sub-options: an Event, a Problem, and

Configure seftings Informational. You may select which type you
require from the dropdown menu.

Ewvent Problem E

Schedule | [ Every day |Z| i i i
You may set multiple constraints, choosing to

trigger on 2% of the selected rules, or set that 2!
1ol hlos constraints need to be fulfilled to trigger.
it

The evert must also match  gmy  of the following constraints

To add/edit/delete a rule use the New, Edit, and
Delete buttons on the right hand side.

i

Delete

Mo ttems

| oK

| Cancel |

Note: the Informational option is not useful for triggering events, but is pulled through, along with all the
device settings.

e Event

Once you have selected the type of device event that will be the trigger, you may add constraints. To do this,
click on New.

Note: If you do not set any constraints, all Events will set off this trigger. Once you set constraints only the
constraints chosen will set off the trigger.

& New device event rl_ = | (=] |_ﬂh] To change the constraint click on the hyperlink (in this case
Device aame ) this will bring up the full list of available rules.

New device event rule
Configure settings e

To modify the way this rule will be treated click on the second

hyperlink (ﬂ@iS in the example) this will show you the rules

Device name  egqusls .
options.

oK ]| Cancel
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When all available options are known to CatVision you will see a drop-down menu. When these variables are
not pre-defined you will need to fill them in yourself. The information pulled through to the events is
information sent to CatVision from the Impro device, see the Impro settings for the strings needed here.

Note: Notification is the only non-Impro rule in the event rules list. This relates to the CatMap feature, and is
not to be used to trigger an event.

e Problem

Problem will provide you with a list of major problems that you would want to be notified of. A good use of
this would be to create an event, using the problems which are most relevant to the site as triggers. And have
the accompanying action be to email the relevant person, or call a base station.

Note: When adding a new constraint here, only use the 22 option. Type will give you a useful dropdown
menu, with a set of pre-defined problems.

Door

You may select a specific door, or any door, as a trigger.

Group

The settings for Group are the same as the settings for Door. This is because you are using a group of doors as
the trigger.

e New object property trigger (Door)

Click on " Jto define the object property/properties which will trigger the event:

New object property trigger Click on fame g modify which object property will be used to
Corfiigure settings trigger the event.
Name equals Click on 22425 to modify the relationship, to the object, the event
Mame I Every day E will have. (E.g. will it trigger when the controller information is
a Mumber [ equal, or not equal to the information set?)
_ ticensed |
Note: You will likely have to enter in a text string to define the

information. The text information can be gained from the Object
Configuration table, under Integration Devices.

c. Actions

Once you have defined the triggers, which are going to initiate your event, you will need to define some
actions. One of these actions will be to control an Impro device.

e Open Actions Tab and Select the Impro Device

New

| FEET | Triggers | Actions [ To get started left-click on the tab titled “Actions”, and click on
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A menu will drop down containing all the available action types. The action type relevant to this document is

will be preceded by this icon E’. It will say “Control ...” and the name of your Impro device.

Control Device

This will bring up the control device dialogue. Under the device tab the user defines how the device will be
controlled; under the advanced tab, the timeframe of the action is defined.

e Device

Control device

Corfigure command

-i:i-'"'\
To select an Object click on the = icon. This will give you a

selection of all the Objects available on the Impro device.

Device | Advanced The command drop down will change to represent the
commands available to that Object.

Object to contral | Cat Access Controller %}

Command Emergency open mode |z|

Note: you may only take a global action here, and global actions may only apply to controllers. As a result you
may not control communication channels, or door nodes, as part of an event action. If you select one of these
objects you will have no options in the Command menu.

e Advanced

Device | Advanced You may choose to perform action at the start of the
event, or once the event triggers have subsided.

Perform action at the | start of the event |E|
[] Repeat action every |10sec : The two checkboxes allow the user to set the action to

repeat every few seconds, and/or not run for a period

Don't run action again urtil | 10sec * | have passed . .
O after it has triggered.

Schedule | NN Every day |E| x{ K

Schedule is a standard Cathexis schedule, which you
may apply to the actions.
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